Part |1
Storage M anagement

Chapter 10: File-System Interface




Files

A fileisa named collection of related infor mation
that isrecorded on secondary storage.

dTheoperating systems mapsthislogical storage
unit to the physical view of information storage.

A file may havethe following char acteristics
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File Attributes

dFile Name: The symbolic name s perhapstheonly

numan readablefile attribute.

dIdentifier: A unigue number assigned to each file
for identification purpose.

dFi

ty
dFi
JFI

e Type: Some systemsrecognize variousfile
nes. Windowsisa good example.

e Location: A pointer toadeviceto find afile.

e Size: Thecurrent sizeof afile, or the

maximum allowed size.
A File Protection: Thisisfor access-control.
JFile Date, Time, Owner, €tcC.



File Operations: 1/2

A filecan be considered as an abstract data type
that has data and accompanying oper ations.

dCreating afile

dWriting afile

dReading afile
dRepositioning within afile
dDeleting afile

A Truncating afile

dOther operations (e.g., appending afile, renaming a
file)




file index

File Operations: 2/2
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File Structure

dSome systems support specific filetypesthat
have special file structures.

dFor example, filesthat contain binary
executables.

JAn operating system becomes mor e complex
when morefiletypes(i.e, filestructures) are
supported.

dIn general, the number of supported filetypes
ISkept to minimum.



File Access Methods

J Access method: how afile be used.
dTherearethree popular ones:
“*Sequential access method for sequential files
“*»Direct access method for direct files
I ndexed access method for indexed files.



Sequential Access Method

dWith the sequential access method, thefileis
processed in order, onerecord after the other.

dIf pisthefile pointer, the next record to be
accessed isether p+1 or p-1 (i.e., backspace).

current record

L end of file
beginning next record

\ 4 v 1 v \ 4

rewind - T T T >
read/write



Direct Access Method

A fileismade up of fixed-length logical records.

L Thedirect access method usesrecord number to
Identify each record. For example, read rec O, write
rec 100, seek rec 75, €etc.

JSome systems may use a key field to access arecord
(e.q., read rec “ Age=24" or writerec “Name=Dow").
Thisisusually achieved using hashing.

L Sincerecords can be accessed in random order,
direct accessisalsoreferred to asrandom access.

 Direct access method can ssmulate sequential access.



Indexed Access Method

JdWith t
ascend

ne indexed access method, afileissorted in
Ing order based on a number of keys.

JEach d
length

ISk block may contain a number of fixed-
logical records.

JAN index table storesthe keys of thefirst block in
each block.

JWe can search theindex tableto locate the block
that containsthedesired record. Then, search the
block to find the desired record.

dThisisexactly a one-level B-, B+ or B* tree.
dMulti-level index access method Is also possible.



data file

Index table
last name logical rec #
Adams » Ashcroft, ...|Asher, ... |Atkins
Arthur
Ashcr oft
J Smith, ....| Sweeny, ... |Swell, ...
Smith

Index table s stored

|n physical memory



Directory Structure: 1/2

A large volume disk may be partitioned into
partitions, or mini disks, or volumes.

 Each partition contains information about files
within it. Thisinformation isstored in entriesof a
device directory or volumetable of content (VTOC).

dThedevicedirectory, or directory for short, stores
the name, location, size, type, access method, etc of
each file.

dOperations perform on directory: search for afile,
create afile delete afile renameafile, traversethe
file system, etc.



Directory Structure: 2/2

dTherearefivecommonly used directory
structures:

“*3Single-Level Directory
*Two-Leve Directory
“*Tree-Structure Directories
“*Acyclic-Graph Directories
“*General Graph Directories



AIll filesare contained in the same directory.
It isdifficult to maintain file name uniqueness.
JCP/M-80 and early version of MS-DOS usethis

Single-Level Directory

directory structure.

directory

cat bo a test data mail cont hex | records
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Two-Level Directory: 1/2

dThisisan extension of the single-level directory for
multi-user system.

J Each user has his’her user filedirectory. The
system’s master filedirectory is searched for the user
directory when a user job starts.

dEarly CP/M-80 multi-user systemsusethisstructure.

master

file user 1 | user2 | user 3 | user4 ‘
dlrecm/w
' \
user file
directory | cat | bo test a | data a | test x | data| a

I



Two-Level Directory: 2/2

dTolocate afile, path nameisused. For example,
[ user 2/ boisthefilebo of user 2.

 Different systems use different path names. For
example, under MS-DOSit may beC: \ user 2\ bo.

dThedirectory of a special user, say user 0, may
contain all system files.

master

file user 1 | user2 | user3
direcm/w
L4
user file
directory cat bo a test a dara a

[T



Tree-Structured Directory

dEach directory or subdirectory containsfiles and
subdirectories, and formsatree.

dDirectories are special files.

o Birr programs

hd
statt | mail |= dist find | count | hex: rec:-rc.f&r ool mail
St ! ]
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list ij spell |3 all last | first

b &

[ bin/mail/prog/spell




Acyclic-Graph Directory: 1/2

dThistype of directories
allows afile/directory to
be shared by multiple

list: | all

directories.

dThisisdifferent from
two copies of the same
fileor directory.

JAn acyclic-graph
directory ismore
flexiblethan a smple

filecount isshared by directories tree structure.

di ct and spel | However, it ISmore

complex.




Acyclic-Graph Directory: 2/2

1 Since a file have multiple absolute path names, how do
we calculatefile system statistics or do backup?
Would the same file be duplicated multiple times?

JHow dowedeete afile?

“*1f sharing isimplemented with symbolic links, we
only deletethelink if we havealist of linksto the
file. Thefileisremoved when thelist isempty.

+O0r, weremovethefileand keep thelinks. When the
fileisaccessed again, a message is given and thelink
ISremoved.

+++Or, we can maintain areference count for each
shared file. Thefileisremoved when the count is
ZEx 0.



General Graph Directory: 1/2

It iseasy totraversethedirectoriesof atreeor an
acyclic directory system.

dHowever, if linksare added arbitrarily, the directory
graph becomes arbitrary and may contain cycles.

JHow do we search for a file?
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General Graph Directory: 2/2

dHow dowedelete a file? We can userefer ence count!

“*In acycle, dueto self-reference, thereference
count may be non-zero even when it isno longer
possibletorefer toafileor directory.

“*Thus, garbage collection may needed. A garbage
collector traversesthedirectory and marksfiles
and directoriesthat can be accessed.

++* A second round removesthose inaccessible items.

dTo avoid thistime-consuming task, a system can
check if a cycle may occur when alink is made.
How? You should know!



File Sharing

dWhen afileisshared by multiple users, how
can we ensure its consistency?

dIf multipleusersarewriting to thefile, should
all of thewritersbe allowed to write?

dOr, should the operating system protect the
user actionsfrom each other?

dThisisthefile consistency semantics.



File Consistency Semantics

d Consistency semanticsisa characterization of
the system that specifies the semantics of
multiple users accessing a shared file
simultaneoudly.

d Consistency semanticsisan important criterion
for evaluating any file system that supportsfile
sharing.

dTherearethree commonly used semantics

“*Unix semantics
“» Session Semantics
“*Immutable-Shar ed-Files Semantics

A file session consists all file access between
open() andcl ose().



Unix Semantics

dWritesto an open file by auser arevisible
Immediately to other usershavethefile open at
thesametime.

JAIl userssharethefile pointer. Thus, advancing
thefile pointer by one user affectsall sharing
USers.

A filehasa singleimagethat interleaves all
accesses, regardless of their origin.



Session Semantics

dWritesto an open file by a user are not visible
Immediately to other usersthat havethe samefile
open simultaneoudly.

dOnceafileisclosed, the changes madeto it arevisible
only In sessions started later.

 Already-open instances of the file do not affect these
changes.

A filemay be associated temporarily with several
and possible different images at the sametime.

“*Multipleusersare allowed to perform both read
and write concurrently on their image of thefile
without delay.

dThe Andrew File System (AFS) usesthis semantics.



Immutable-Shared-Files Semantics

dOnceafileisdeclared as shared by itscreator, it
cannot be modified.

J AN immutable file has two important properties.
“*ltsname may not be used
“*|tscontent may not be altered

Thus, the name of an immutable file indicates that
the contents of thefileisfixed —a constant rather
than a variable.

dTheimplementation of these semanticsin a
distributed system issimple, sincesharingis
disciplined (i.e., read-only).



File Protection

dWe can keep files safe from physical damage (i.e.,
reliability) and improper access (i.e., protection).

 Reliability isgenerally provided by backup.

dTheneed for file protection isa direct result of the
ability to accessfiles.

J Access control may be a complete protection by
denying access. Or, the access may be controlled.



File Protection: Types of Access

J Access control may be implemented by limiting
thetypes of file accessthat can be made.

dThetypes of access may be
**Read: read from thefile
“*Write: writeor rewritethefile

“*Execute: load thefileinto memory and
execute it

“*Append: write new info at the end of afile
+Delete: delete afile
< List: list the name and attributes of thefile



File Protection: Access Control: 1/4

dThemost commonly used approach isto make
the access dependent on the identity of the user.

dEach fileand directory is associated with an
access matrix specifying the user name and the
types of per mitted access.

JdWhen a user makesareqguest to accessafileor
adirectory, his’/her identity is compared
against the infor mation stored in the access
matrix.



File Protection: Access Control: 2/4

Access M atrix

Filel File2 File3 File4 Account1Account?2

Own Own Inquiry
Usear A R R Credit
W W
Own Inquiry | Inquiry
User B R R R debit | Credit
W W
Own lnquiry
User C R R R debit
W W




File Protection: Access Control: 3/4

> > P

. A B C
Filel }omm .
" " " Access-control Lists
File 2 ] L T< dIn practice, the access
R & matrix is spar se.
, _ JThematrix can be
File3 |on- > decomposed into
W W columns (files), yielding
access-control lists (ACL)
o Tc dHowever, thislist can be
e 4 o

R R very long!




File Protection: Access Control: 4/4

>

>

Capability Lists

File4

Filel File3
User A tomwn Own
R R
W W
g File1l g File2 File3
e e e
User B O
R R
W W
> File1 g File2 File 4
e e e
User C O
R R R
W W

J Decomposition
by rows (users)
yields capability
tickets.

JEach user hasa
number ticket
for file/directory
ACCess.



