Catching Race Conditions
An Extremely Difficult Task

 Statically detecting race conditionsin a
program using multiple semaphoresis NP-hard.

dThus, no efficient algorithms are available. We
have to use human debugging skills.

It isvirtually impossibleto catch race
conditions dynamically because har dwar e must
examine every memory access.

S0, we shall use a few examplesto illustrate
some subtle race conditions.



Problem Statement

dTwo groups, A and B, of processes exchange
messages.

JEach processin A runsafunction T A (), and
each processin B runsafunction T B ().

dBoth T A() and T B () havean infiniteloop
and never stop.

dInthefollowing, we show execution sequences
that cause race conditions. You can always
find a correct execution sequence without race
conditions.



Processesin group A Processesin group B

T A() T B()
{ {
while (1) { while (1) {
.[/[.4d0 something  // do something
: Ex. Message Ex. Message
e e T L
} }



What Is Exchange Message?

dWhen a processin A makes a message available,
It can continue only If it receives a message
from a processin B who has successfully
retrieves A’s message.

dSimilarly, when a processin B makes a message
available, it can continue only if it receivesa
message from a processin A who has
successfully retrieves B’s message.

J How about exchanging business cards?




Watch for Race Conditions

e Suppose process A, presentsits message for B
toretrieve. If A,comesfor message exchange
beforeB retrieves A;'s, will A,’s message
overwritesA,’s?

» Suppose B hasalready retrieved A,’s message.
|sit possible that when B presents its message,
A, picksit up rather than A,?

* Thus, the messages between A and B must be
well-protected to avoid race conditions.



First Attempt

int Buf A, Buf B;

T A() T B(
{
int V a; int V b;
while (1) { while (1) {
V.a=..; Vb= ..;

A.signal () ;

A.wailt () g a0 e »B.wait () ;
Buf A = V) Buf B = V b;
V a = Buf B} V b = Buf A;




Buf B

First Attempt: Problem (a)

Thread A Thread B
B.signal({
A.wailit (
~A.signal ()

nas no value, yetI NB.wait ()
Buf A = V_3— - ~ . Oops, it istop late!
V a = ut B

g P

\ Buf B = V b

S -




First Attempt: Problem (b)

B.signal ()<
A.wait ()
/A.signal ()
B.wait ()
B.signal
A.wait ()"
Buf B 2.
Race Conditfon 'A.signal ()
> I
/Buf_A = . N\
Buf A =
| — — Z




What did we learn?

dIf there are shared data items,
always protect them properly.
Without a proper mutual exclusion,
race conditionsare likely to occur.

dIn thisfirst attempt, both global
variablesBuf A and Buf B are

shared and should be protected.



Second Attem pt

sem A =
sem Mutex = 1,
int Buf A, Buf B;
T A(Q) T B() protection???
{ int V a; shake hands { int V b;
while (1) { f/ while~1)
B.signal () ; .S1ign ;
‘ A.wait () \ B.waXt () ;
Mutex.wait () ; utex.wait () ;
Buf A = V a; Buf B = V H;
Mutex.signal () ; Mutex.signal () ;
B.signal() ; .signal();
A.wait(); B.wait() ; ¥
Mutex.wait () ; Mutex.wait () ;
V_a = Buf_B; | & V. b = Buf A;
Mutex.signal () ; Mutex.signal () ;

) My cc'i\rd



Second Attempt: Problem

A, A, B
B.signal()‘\\

A.wait () *~:::>\<::[ ________ |
. A.signal ()
raceleondition | 9

1T N
WU TUI LT UL |
Cveneen, ™B.wait ()
<3f .!*‘~ o o o o o o o —
Buf A = . '.'~,.

Buf B =

. 2

| B.signal () hand shak'lng with
“ n

n; Z\.‘Nfijftte )‘ ———————— -
", % : A.signal ()

Ny
en® N,

: 1| B.wait ()

== - 1u
‘., Buf A ‘-—;0' ..
—




What did we learn?

Il mproper protection isno better t
protection, because it givesusan |

nan no
lusion

that data have been well-protected.

dWe frequently forgot that protecti

on iIs

done by a critical section, which cannot

be divided.

dThus, protecting “hereismy card’

followed by “may | haveyours’
separ ately is not good enough.
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Third Attempt

sem Aready = Bready = 1; «— readyto proceed

job done » sem Adone = Bdone = 0;
int Buf A, Buf B;
T_A() T B()
{ int V_a; { int V b;
o while (1) { while (1) {
only oneA can ¥ gt S O
Passthlsp0|nt :-u--------quuuuu(-)uull BreadY°walt() 7
. Buf A = ..; Buf B = ..;
hereismy cardl” = 2 eignal () } e i
let me havel . . [ Bdone.signal () ;
yours 1_Bdone. wait(); | Adone.wait () ;
V_a = Buf_B; V b = Buf A;
Aready.signal () ; Bready.signal () ;
} }
} }
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Third Attempt: Problem

Thread A

Thread B

ruin t

Bdone.wait ( \
ne original Bdone.signal ()

valuelof Buf A \\

‘Adone.wait()

. = Buf_B \_

t

Aready. 51gnéi%\

IBisadow

** loop back ** \\

| thread

Aready.wait ()

------ --"_‘

“race condition
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What did we learn?

dMutual exclusion for one group may not
prevent processesin other groupsfrom
Interacting with a processin this group.

It iscommon that we protect a shared
item for one group and forget other
possible, unintended accesses.

Protection must be applied uniformly to
all processesrather than within groups.
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Fourth Attempt

sem Aready = Bready

= 1;<— ready to proceed
0;

job don@ =—— sem Adone = Bdone =
int Buf A, Buf B;
T A() wait/signal ¢ B ()
{ int V a; switched { int V b;

while (1) {
| amtheonly A=—>Bready.wait (
Buf A =

Job done & 2 3 , 10) ;
nexthI —_—)Aready.slgha -

} }

while (1) {

Aready.wait () ;
Buf B = ..;
Bdone.signal () ;
Adone.wait () ;
V b = Buf A;

Bready.signal () ;
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Fourth Attempt: Problem

Ay

A,

B

Bready.wait ()

Buf A = ..

Adone.signal ()

. = Buf A

Bready.signal ()

Buf B = ..
Bdone.signal ()
Adone.wait ()

Bready.wait ()

Hey, thisoneisfor A,!

Bdonegw&ﬁt&)
.

s =

/“

.. 5 Buf B.;
2

>

J *
...-“
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What did we learn?

JWeuselocksfor mutual exclusion.
JTheowner, theonewho locked thelock,
should unlock thelock.

dIn theabove“solution,” Aready IS
acquired by a process A but released by a
processB. Thisisrisky!

dInthiscase, a purelock ismore natural
than a binary semaphore.
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Conclusions

 Detecting race conditionsisdifficult asit isan
NP-hard problem.

dHence, detecting race conditionsis heuristic.

I ncorrect mutual exclusion 1s no better than no
mutual exclusion.

J Race conditions are sometimes very subtle.
They may appear at unexpected places.

dCheck the ThreadMentor tutorial pagesfor
mor e details and correct solutions.
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